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About us
Terra Firma provides crisis 
management, security 
advice and support to 
businesses, individuals, 
governments and aid 
organizations worldwide.

Our advisers are seasoned 
professionals who combine 
knowledge and experience 
with the ability to think 
critically and deliver clear, 
coherent guidance to our 
clients.

Terra Firma can help 
you prevent and prepare 
for risk events, respond 
appropriately to critical 
incidents and ensure a swift 
recovery. 

Our dedicated international 
team is available 24 hours a 
day, seven days a week.

See our website at  
www.terrafirma-rm.com 
or email us on  
info@terrafirma-rm.com

To start, this booklet reviews very briefly some 
principles of personal security. They are worth keeping 
in mind and practicing.

Then we come to What if…We take some events that 
could happen to you, and provide advice on how you 
should respond to them. A number of the events are 
more likely to occur if you travel to medium or high-risk 
areas, but others could happen anywhere in the world.

The advice that is given here is, of course, generic.  
It should not be followed slavishly and should be 
adapted to each situation.  

If you would like more advice, please talk to a Terra 
Firma Risk Management adviser. Email us at  
info@terrafirma-rm.com.

Terra Firma also provides more detailed travel and 
personal security guidelines. Access these by 
contacting us on the same email address.
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The golden rule - stay safe
Protecting yourself, or those you love, from a violent attack is 
natural and sometimes necessary. But remember that protecting 
your possessions – your car or money, for instance - is never 
worth serious injury or death. If violent robbers want something 
badly enough to attack you for it, let them have it. 

Principles of security
There are broadly six principles of personal security:

1. Preparation

2. Awareness

3. Profile and image

4. Routine

5. Communication

6. Totality

The golden rule and 
principles of personal 
security
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1. Preparation
• Make yourself aware of the general threats. There is nothing 

more dangerous than someone who is so preoccupied with his 
or her own work or their own personal situation that they don’t 
take the time to understand the political, social and economic 
environment.

• Take sensible precautions.
• Take responsibility for your own security and for that of your 

family and colleagues – be pro-active and don’t simply rely on 
others to look after you.  

2. Awareness
• Be aware of your environment.  Keep your mind focused on the 

present – what is going on around you - rather than on the past 
or the future.

• Find out where the places or activities that you should avoid 
are.

• Be particularly alert at the beginnings and ends of journeys. 
• Make sure your family, particularly children, are also alert and 

aware. 

3. Profile
• Do your best not to come to the attention of criminals. If you are 

seen to be particularly rich, or of particular importance, you are 
more likely to be a target. Maintain as low a profile as you can.

• If you can’t avoid a high profile, take appropriate precautions.
• Be conscious of the image you project. Your dress, behaviour, 

language, ethnicity, nationality, gender – all these factors may 
affect the image you project in different societies or situations.  
Be aware of your image, and the effect it might have on your 
security.

• Don’t provide personal or family details to strangers. Control 
the information you give out about yourself, your organization 
or your family on the Internet.
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4. Routine
• In a low-risk security environment, routine can be a useful 

security tool: a certain amount of routine can help you 
identify unusual changes (risk indicators) around you.

• In medium- and high-risk environments, it is advisable to 
avoid establishing routines that are predictable. 

• In medium- and high-risk environments, vary timings 
and routes. Try to vary, in particular, the approach to 
and exit from places you often visit, such as your home, 
workplace, clubs, etc.

• Identify any unavoidable routines and be particularly alert 
at these times. 

5. Communication
• Establish a network. Talk to local people and neighbours.  

Talk to people from different strata of society so you are 
not just receiving one viewpoint.

• Listen to the radio, read the newspapers, consult 
embassy and other relevant websites.

• Make an effort to learn local languages, if only so you can 
use them in emergency.

• Always be in a position to communicate with others, in 
case you need to. Keep the necessary contact details 
(family, colleagues, police, ambulance) to hand.
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6. Totality
• Security management needs to be constant. Criminals 

will try to find gaps in your security that they can exploit.  
Close the gaps.

• Ensuring your security in one place, e.g., the office, but 
not in another, e.g., at home, is unworkable. Similarly, you 
need to consider your security whatever you are doing, 
whether you are driving or relaxing at home or working.  

• Protecting yourself, your colleagues and your family is a 
continuous, 24 hours a day, 365 days a year process. If 
you neglect your security at certain times, criminals may 
notice this and exploit it.

Lastly, anyone exposed to risk should take good, practical 
first aid training, and this training should be ‘refreshed’ 
frequently.
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What if......?
What if… you are being 
followed and you think it 
might be suspicious

Do’s
• Keep calm.
• Act on it – don’t worry that you may be overreacting.  

There are many stories of people who suspected they 
were being followed by criminals, who didn’t do anything 
about it and now regret it.

• Go immediately to a safe place, and ask for help. A safe 
place might be, for instance, a large hotel, a friend’s 
house or police station. Don’t leave there until you are 
sure you are safe.

• Report the incident.

Don’ts
• Don’t confront the person(s) following you. Try not to 

make it clear you know they are following you.
• Don’t continue walking or driving to places where your 

followers could attack you, e.g., to places where there 
are few people, or there is poor lighting.  
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What if... you are robbed

Do’s
• If somebody attempts to rob you with violence, remember 

the golden rule. Let them have your possessions 
(hopefully they are insured).  

• Keep calm, and keep other people around you calm.
• Try to remember what the robbers looked like, so you can 

give a description to the police afterwards.

Don’ts
• Don’t resist in order to protect your possessions.
• Don’t antagonize the robbers or make any sudden moves 

that they might think are threatening.

Note: If you are being beaten without any attempt at robbery, 
you may decide to fight back.  But only start to fight back if you 
believe you can win. Fighting back against an overwhelming 
opposition will probably only make things worse for you.
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What if… there is shooting  
near you, or directed at you

Don’ts
• Don’t hang around, even if you think the firing is not directed 

at you.

• If you are inside a building, don’t stand near windows or 
doors. Find hard cover and communicate.

Do’s
• As soon as you hear gunfire, move immediately to the nearest 

available hard cover. Bullets will go straight through wood, 
sheet metal and even brick, so look for a deep ditch, a solid 
concrete wall (min. 30cm) or similar solid cover.

• If there is no hard cover, then cover from sight (light cover) 
may be your only option. 

• Keep as low as possible and try to work out where the fire 
is coming from by looking around (i.e. to the side of) the 
hard  cover, rather than looking over it. Once you have had a 
look, get back behind hard cover and, if you can, move your 
position slightly away from where you were.

• Once you know where the fire is coming from, decide if there 
are any safe escape routes. If possible, an escape route 
should be out of the line of fire. If that is not possible, select a 
route that is well protected from the gunmen’s sight and fire 
for as long as possible.

• It may be safer for you to stay as you are, behind hard cover, 
and wait for assistance. If you decide you have to move, do 
so quickly. Speed is generally better than zigzagging.
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What if... a bomb goes off

Do’s
• Remember that terrorists sometimes follow up bomb 

blasts with shooting attacks so, if you are able to do so, 
move away from the scene of the blast to a secure area. 
This may mean going inside a building to an area that you 
can consider hard cover – in other words, behind some-
thing very solid, and away from windows and doors.

• Keep away from glass or other sources of shrapnel.

• Once you are in a safe area, communicate and summon 
help.

Don’ts
• Remember that terrorists commonly plant a second 

bomb in a place where crowds, security forces or injured 
victims may congregate after the first blast. Do not hang 
around in these sorts of areas – either stay in your safe 
place or move well away from the scene of the blast if 
you can.

• Don’t stay near common hiding places for bombs, such 
as bins, cars, lorries, bicycles. Keep a wary eye out for 
cars or lorries that are heavily laden or have unnecessary 
antennae.
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What if… you are kidnapped

Do’s
• Remember that the vast majority of kidnap victims are 

released safely.

• Remember that your family, friends and colleagues will 
do all they possibly can to get you released as quickly 
as possible.  

• Maintain your dignity – be friendly and cooperative, but 
not servile.

• Establish a rapport with the kidnappers, if you can.  It 
may come in useful!

• Play down your own importance.

• Tell the kidnappers your basic needs and inform them of 
any medication you need.

• Establish a daily routine, and keep fit, both mentally and 
physically.

• Use your mind constructively and think of what you will 
do when you are safely home.

• Eat as much as you can – it is an important part of 
maintaining your strength.

• Keep in mind that you may be kept in captivity for some 
considerable time.  

• Keep track of time.

• Decide on the safest place in the event of a rescue. If 
there is a rescue, go to that safe place, stay still and do 
not get up until you are told to do so by your rescuers.

11.

Don’ts
• Don’t resist during the abduction.

• Don’t antagonize your kidnappers.

• Don’t try to negotiate your own release, or become 
involved in the negotiations. You are in no position to do 
so.

• Try not to give any information that could help the 
kidnappers put pressure on your family or organization.

• Don’t allow yourself to think you have been forgotten – 
the kidnappers may try to convince you that that is the 
case, but it will not be true.

• Don’t try to escape unless there is no other alternative, or 
you are very confident that you can escape successfully.

• Don’t believe what the kidnappers tell you. They are very 
likely to lie to you.

• The kidnappers may tell you to help them provide ‘proof 
of life’. Do not refuse to do this.

• Don’t tell the kidnappers that you will recognize them, or 
be able to come after them after your release.
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What if… you are the victim of 
an express kidnap

• An express kidnap is rather like an extended mugging.  
The victim is often forced to hand over cash and 
valuables in their possession, but also to withdraw cash 
using a card from their ATM or from a shop. Sometimes 
the kidnappers take the victim to the victim’s home and 
steal cash, possessions and cars from there. Express 
kidnaps are often seen in Latin America, but are also 
known to occur elsewhere.

• In order to prevent some of the consequences of an 
express kidnap, should it happen:

• Only carry a small amount of cash with you.

• Carry the minimum number of cards with you, and only 
one ATM cash card.

• Put a low withdrawal limit on the ATM cash card, and 
keep only a low balance in the account.
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In the event of an 
incident:

Do’s
• Keep calm.

• Assume the kidnappers are 
violent and do as you are told.

• Agree if you are told to provide 
money to the kidnappers in the 
future.

• The kidnappers may warn you to 
tell nobody of their crime. Assure 
them that you will not do so. 

• Once the criminals have gone, 
go to a safe place, communicate 
and summon assistance.

Don’ts
• Don’t resist or antagonize the 

criminals.

• Don’t make sudden moves that 
may be misinterpreted by the 
criminals.

• Don’t shout for help.

• Don’t give the criminals a false 
PIN number.
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What if… you are raped
•	 Go to a safe place. 

•	 Communicate. Call a friend, a family member, a close 
colleague or someone else you trust who can come to 
you and give you support.

•	 If you want to report the crime, notify the police 
immediately. Reporting the crime can help you regain a 
sense of personal power and control.

•	 Preserve all physical evidence of the assault. Do not 
shower, bathe, douche, eat, drink, wash your hands 
or brush your teeth until after you have had a medical 
examination. Save all of the clothing you were wearing 
at the time of the assault. Place each item of clothing in 
a separate paper bag. Do not use plastic bags. Do not 
clean or disturb anything in the area where the assault 
occurred.

•	 Get medical care as soon as possible. Go to a hospital 
emergency department or a specialized forensic clinic 
that provides treatment for sexual assault victims. Even if 
you think that you do not have any physical injuries, you 
should still have a medical examination and discuss with 
a health care provider the risk of exposure to sexually 
transmitted infections and the possibility of pregnancy 
resulting from the sexual assault. Having a medical exam 
is also a way for you to preserve physical evidence of a 
sexual assault.
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•	 If you suspect that you may have been given a “rape 
drug,” ask the hospital or clinic where you receive 
medical care to take a urine sample. Drugs, such as 
Rohypnol and GHB, are more likely to be detected in 
urine than in blood.

•	 Write down as much as you can remember about the 
circumstances of the assault, including a description of 
the assailant.

•	 Get information whenever you have questions or 
concerns. After a sexual assault, you have a lot of choices 
and decisions to make - e.g., about getting medical care, 
making a police report and telling other people. You may 
have concerns about the impact of the assault and the 
reactions of friends and family members. You can get 
information by calling a rape crisis center, a hotline or 
other victim assistance agencies.

•	 Talk with a counselor who is trained to assist rape victims. 
Counseling can help you learn how to cope with the 
emotional and physical impacts of the assault. 

Note: This guidance is adapted from advice provided by 
The Rape Treatment Centre, Santa Monica, UCLA Medical 
Centre. www.911rape.org
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What if… you are caught up in 
a hijack or a siege

Do’s
• Remain calm and try to make sure others do the same.

• Make yourself as inconspicuous as possible. You do not 
want to draw the attention of your captors.

• Maintain your dignity, but be friendly and cooperative to 
your captors.

• Ask your captors for any basic needs – e.g. toilets, 
washing, food, urgent medicines, etc.

• Note any escape routes, or hiding places, which you can 
use in the event of an armed rescue. If there is an armed 
rescue, find the nearest cover (or simply lie down) and 
stay still until your rescuers tell you to move.  

Don’ts
• Don’t antagonize your captors or make any sudden 

movements that might alarm them.

• Don’t stand out from the crowd.

• Don’t try to escape or fight back unless you are very 
confident you (and others around you) can succeed.
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What if… you find yourself 
near or in the midst of a 
hostile crowd

Do’s
• Remain calm and maintain your dignity.

• Keep a low profile.

• Look for friendly or non-hostile faces.

• Walk (do not run) quietly away.

• As soon as it is safe to do so, communicate  
and summon help.

Don’ts
• Don’t lose your temper or start shouting.
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What if…  
you are carjacked

Do’s
• Obey all instructions given by the carjackers.

• Keep your hands visible to the carjackers at all times.

• Give the keys to the carjacker.

• Answer questions about the car truthfully.

• As soon as the carjackers have gone, communicate and 
summon assistance. You can also provide a description 
of the vehicle and the carjackers as soon and as safely as 
possible.

Don’ts
• Don’t resist, antagonize or make any sudden movements.

What if… you are  
illegally detained
If you are illegally or wrongly  
detained by the authorities:

Do’s
• Keep calm and dignified. Keep your temper.

• Be helpful. Explain that there has been a misunderstanding 
and suggest ways of resolving it through discussion. 

• Ask for a lawyer, colleague or embassy representation. 
Continue for as long as necessary to make this request.

• Ensure that you verify the identity of anyone who arrives 
claiming to be your lawyer or a representative of the 
embassy.

• Remember that your colleagues, family and friends 
will do all they can to get you released. You will not be 
forgotten!

Don’ts
• Don’t be argumentative or abusive. Do not resist arrest.

• Don’t sign any piece of paper given to you by the 
authorities, unless it has first been seen and agreed by 
your embassy representative or lawyer. 

• Don’t agree to any concessions in return for your release.  
If pressed, you could say that you will consider these 
concessions once you have been released. Then contact 
your embassy or lawyer as soon as you are released.
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Notes:
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